
WaterTight

Protecting operations and data
Cyber security for SCADA

Let us perform an audit to find your vulnerabilities
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Compliance

https://www.epa.gov/waterresilience/awia-section-2013#ERP

Examples of 
requirements that 
apply to municipal 
water systems

https://www.cisa.gov/topics/cyber-threats-and-advisories/information-
sharing/cyber-incident-reporting-critical-infrastructure-act-2022-circia
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Threats: SCADA systems are vulnerable

https://www.csoonline.com/article/562691/stuxnet
-explained-the-first-known-cyberweapon.html

https://heimdalsecurity.com/blog/
westrock-ransomware-attack/

https://en.wikipedia.org/wiki/Triton_(malware)

“Roadmap to a Secure and Resilient Water and Wastewater Sector”, EPA 810-R-24-002 https://industrialcyber.co/utilities-energy-power-water-waste/hackers-target-
arkansas-city-water-treatment-plant-prompting-federal-investigation/

https://www.cbsnews.com/news/china-hacking-us-
critical-infrastructure-retired-general-tim-haugh-
warns-60-minutes-transcript/

“If you are willing to go after a small water 
provider in Littleton, Massachusetts, what 
other target is off the list?”
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Water Sector Lead Cyber Consultant
Steve Mustard Steve Mustard is an industrial automation consultant with more than 35 years of 

engineering experience across multiple sectors. He is a licensed Professional Engineer 
(PE) in Texas and Kansas, a Liveryman of the Worshipful Company of Engineers, an ISA 
Certified Automation Professional® (CAP®), a UK registered Chartered Engineer (CEng), a 
European registered Engineer (Eur Ing), a GIAC Global Industrial Cyber Security 
Professional (GICSP), and a Certified Mission Critical Professional (CMCP).
He was the 2021 President of the International Society of Automation (ISA) and is a Life 
Fellow of the Society. He is a Fellow of the Institution of Engineering and Technology, and a 
member of the Water Environment Federation (WEF) Safety and Security Committee.
Mustard writes and presents on a wide array of technical topics and is the author of 
“Industrial Cybersecurity, Case Studies and Best Practices” and ‘Mission Critical 
Operations Primer”, both published by ISA, and “A Guide to Cybersecurity for Water and 
Wastewater Utilities”, published by WEF. He has also contributed to other technical books, 
including “Project Management: A Technician’s Guide”, published by ISA, WEF’s “Design of 
Water Resource Recovery Facilities, Manual of Practice No.8, Sixth Edition”, and “The 
Digital Twin”, published by Springer Nature.
Mustard’s previous and current client list includes: the UK Ministry of Defence; NATO; 
major utilities, such as Anglian Water Services and Sydney Water Corporation; major oil 
and gas companies, such as bp, BG Group and Shell; Fortune 500 companies, such as 
Quintiles Laboratories; and other leading organizations.

https://www.linkedin.com/in/
steve-mustard-794a0a2/

https://www.linkedin.com/in/steve-mustard-794a0a2/
https://www.linkedin.com/in/steve-mustard-794a0a2/
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Pat Dixon, PE, PMP
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President, DPAS (www.DPAS-INC.com)

Professional engineer TX, WA, VA, CO

Began career in industrial control systems in 1984, experience on 
several SCADA and DCS platforms, Ignition Gold certified

Project manager for SCADA and cyber security for 2 water 
treatment facilities for International Border Water Commission

Served 2 terms on Lago Vista TX city council, liaison to Lower 
Colorado River Authority (LCRA)

https://www.linkedin.com/in/dixonpatrick/

OT/SCADA Experience
Joseph Burns

Ignition Gold certified

Developer of Flintium, Ignition objects for Rockwell PlantPAX 
Logix library

Developer of “Pidbot” - Industrial process modeling & PID 
tuning software.

Experience with Rockwell Studio5000, Wonderware, Ignition, 
and FactoryTalk.

https://www.linkedin.com/in/joseph-burns-96a899134/

http://www.dpas-inc.com/
http://www.dpas-inc.com/
http://www.dpas-inc.com/
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IT/OT Experience
Ed Torres Hugo Parodi

For Pederneles Electric Coop managed the daily operations, installation, and 
maintenance of enterprise-wide networks for video, voice, wireless, and data

VMware Certified Professional 6 - Network Virtualization (VCP6-NV)

Cisco Certified Network Professional - Route & Switch

Cisco Certified Specialist - Enterprise Core

Cisco Certified Network Associate Routing and Switching 

Juniper Networks Certified Associate, Junos (JNCIA-Junos)

https://www.linkedin.com/in/hugo-parodi-779a5321/

SCADA engineer for building up the SCADA workstation which includes 
the task of selecting the required hardware for the PC, formatting and 
setting up of the Operating System and configuration on the network 

interface card on Windows NT Server/Client OS using TCP/IP

Experienced in networking and domain administration, specialization 
includes DNS, Active Directory Services

Advanced user on the following Operating Systems: Windows NT, 
Windows XP, Windows 2003, Windows Vista, Windows 7, Windows 2008 

and Hyper-V Server. Well experienced in setting up test systems using 
Dell computers/server and Cisco routers/firewall.

https://www.linkedin.com/in/edmtorres/
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IT/Cyber Experience
Lafayette Green

Over 23 years as an Information Security 
Analyst/Information Technology Specialist for the US 

Army

Extensive experience planning, coordinating and 
administering Windows and UNIX servers for system 

optimization of unclassified and classified Department of 
Defense networks

Areas of expertise include: Department of Defense (DoD) 
Information Technology (IT) Acquisition, Information 
Assurance (IA), DoD IT Certification and Accreditation 

(C&A) or Assessment and Authorization (A&A), IT (Cyber) 
Security Risk Analysis & verification, Special Security 

Representative

https://www.linkedin.com/in/lafayettejgreen/
7

Raj Puchakayala

 

Professional Cybersecurity Engineer

15+ years experience in IT 

AWS, GCP  Certified. 

Enterprise Architecture, Security 
Automation, AI, Data Science, 

Cybersecurity. Observability, Security 
Monitoring

https://www.linkedin.com/in/lafayettejgreen/
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IT/Cyber Experience

8

Cybersecurity professional with 10+ years of 
experience in Information Assurance (IA) and 

INFOSEC, supporting the Intelligence Community 
(IC). Skilled in IT risk management, system 
Assessment & Authorization (A&A), and 

cybersecurity risk analysis, with specialized 
expertise in Department of Justice (DOJ) IT 

systems and the DOJ Risk Management 
Framework. 

Developed and delivered FISMA/FedRAMP-
compliant Security Authorization Packages (SSPs, 

POA&Ms, IRPs, CM Plans, PIAs) to support 
successful authorizations.

https://www.linkedin.com/in/donnell-stockton-
91ba321/

Donnell Stockton

• Seasoned information security professional with over 20 

years of experience. 

• Specializes is risk management documentation and security 

of cloud and legacy infrastructures for federal government 

systems. 

• Supported security of mission essential systems for 

Department of Homeland Security (DHS), Federal 

Communication Commissions (FCC), United States 

Department of Agriculture, (USDA), and Department of 

Defense (DoD). 

• Doctorate from Capella University in Information Technology 

– Information Assurance and Cybersecurity 

• Amazon Web Services Certified Cloud Practitioner (AWS 

CCP) and Certified Authorization Professional (CAP).

https://www.linkedin.com/in/dr-tameka-rose-9081b4b2/

Dr Tameka Rose
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Project Management Experience
Rear Admiral Reginald Hendrix Senior level manager with over 25 years of military and private industry 

experience

Deputy Commander of Navy Expeditionary Combat Command (NECC) 
responsible for manning, training, equipping, organizing, and sustaining 

the Navy Expeditionary Combat Force (NECF)

As IT / Cyber Security Project Manager for CACI International, managed 
the overall coordination of IT projects, from planning through 

implementation. Directed Network Engineers in all aspects of Cyber-
Security network operations.

Responsible for supporting National Geospatial-Intelligence Agency 
(NGA) program business and functional operations to include identifying 

and facilitating resolution of operational issues and acting as a liaison 
between technical and functional areas of CIO staff. Supports the 

Program Management Office (PMO) in executing, monitoring 
information technology systems related to national security.

https://www.linkedin.com/in/reginald-hendrix-
rear-admiral-usn-b9750961/

https://www.navy.mil/Leadership/Flag-Officer-
Biographies/BioDisplay/Article/3923727/rear-

admiral-reginald-hendrix/
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Plan
Support contract
• Routine inspection 
• Patch management

Vulnerability Audit
• Identify risks
• Determine scope of service
• Require access to information and systems
• Since we are a startup, we are offering a low-cost audit 

service for initial customers for references on our future 
opportunities

• We can start with the EPA evaluation

Fixed price quotes for 
projects, such as:
• Switch upgrades
• Managed switch 

configuration
• Virtualization
• USB virus scan
• Network intrusion monitor
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